Analysis



Compilers

.LCO:

.string "hello"

main:

pushqg %rbx

movl $.LCO, %ebx

o[ L

movq stdout(%rip), %rsi
movsbl (%rbx), %edi

* _ " addq $1, %rbx
chgr s = "hello"% call putc
while ( 'gestl %eax, %eax

putchar(*s++) jne .L2
) . popq %rbx
! ret
Compiler

S




Compilers, so far

char* s = "hello";
while(putchar(*s++));

SSeq
(SDecAsg "s"
(EStrLit "hello"))
(SwWhile
(EFuncCall "putchar"
[EDeref (EPostInc
(Evar "s"))1)
(sBlock [1))

.LCO:

.string "hello"
main:

pushq %rbx

movl $.LCO, %ebx
2

movq stdout(%rip), %rsi
movsbl (%rbx), %edi
addq $1, %rbx

call putc

testl %eax, %eax

jne .L2

popq %rbx

ret

I

Code j

ger}%uor




Human Error




Programmer Error

.LCO:

.string "hello"
main:

pushq %rbx

movl $.LCO, %ebx
L5272

movq stdout(%rip), %rsi

movsbl (%rbx), %edi

* _n " addq $1, %rbx
cha_1r s = "hello"} call putc
while ( testl %eax, %eax

putchar(*s++) jne .L2

) . popq %rbx

’ ret
Compiler

S



Programmer Error

Ul Lco;

.string "hello"

main:

pushq %rbx

movl $.LCO, %ebx

L5272

movq stdout(%rip), %rsi

movsbl (%rbx), %edi

* _n " addq $1, %rbx
che}r s = "hello"} call putc
while ( testl %eax, %eax

putchar(*s++) jne .L2

). popq %rbx

’ ret
Compiler

S



Programmer Error

EE?

.LCO:
.string "hello"
main:
‘ pushq %rbx
movl $.LCO, %ebx
| L2

movq stdout(%rip), %rsi
movsbl (%rbx), %edi

* _n " addq $1, %rbx
chqr s = "hello"% call putc
while ( testl %eax, %eax
putchar(*s++) jne .L2
), popq %rbx
’ N
Tet console OO
| > ./a.out
Shello
- >
Compiler

S



Programmer Error

.LCO:

.string "hello"

main:

pushq %rbx

movl $.LCO, %ebx

w2

movq stdout(%rip), %rsi
movsbl (%rbx), %edi

* " " addq $1, %rbx
chqr hello"} S
while testl %eax, %eax

putc s+$\ jne .L2
) i popq %rbx
' ret
Compiler

console

> ./a.out
\hello
>

00O




Programmer Error

)
\
|

.LCO:
.string "hello"

main:
push
mov 1 %e!
w2
movq stdout(%ri %rsi
movsbl (%rbx), %edi

* =" " addq $1,

chgr hello"} T
while testl %eak)\ eax

putc s+§ jne .L2

popq %rbx
' ret console OO0
| > ./a.out
\hello
Compiler g

S



Programmer Error

-
|

.LCO:
.string "hello"

main:
push
movl %e
ol L7
i %rsi

movq stdout (%r
movsbl (%rbx), %edi

* — " addq $1,

chqr hello"} T
while testl %eak)y oeax

putc s+§ jne .L2

popq %rbx
ret

console OO0

| > ./a.out

. /segementation fault/
Compiler L (core dumped) |
)X: bl —)



Programmer Error

.LCO:
.string "hello"

main:
‘ push
movl %e
L L2:
i %rsi

movq stdout (%r

movsbl (%rbx), %edi

* =" n addq $1,

chqr hello"} T
while testl %eak)y oeax

putc s+§ jne .L2

) popq %rbx
’ ret

console OO0

| > ./a.out _
i, : (;.
~Segementation fault

Compiler (core dumped)




Programmer Error

-
|

.LCO:
.string "hello"

main:
push
movl %e
ol L7
i %rsi

movq stdout (%r
movsbl (%rbx), %edi

* — " addq $1,

chqr hello"} T
while testl %eak)y oeax

putc s+§ jne .L2

popq %rbx
ret

console OO0

| > ./a.out

. /segementation fault/
Compiler L (core dumped) |
)X: bl —)



Programmer Error

.LCO:

.string "hello"

push

main:
movl$, %€
w2
movq stdout(%ri %rsi
movsbl (%rbx), %edi
addq $1,
call put
testl %eak)
jne .L2
popq %rbx
ret

eax

{

console OO0
> ./a.out
%/\—/ TN ™ S

Segementation fault%

(core dumped)

~

/\f\‘\/\\,\//\/\/\/\/\/j



Programmer Error

.LCO:
.string "hello"

main:
“ push
movl %e
VJ t, L2
\/ i %rsi

movq stdout (%r

movsbl (%rbx), %edi

* =" " addq $1,
chgr hello"} T
while testl %eaky Teax
pu'tc S+ jne .L2
i popq %rbx

et console OO0
L ‘ > ./a.out —
PR S NI A
= sSegementation faultl) -~ =
Compller [ (core dumped) 1 9/

DS e



Consequences

.LCO:

.string "hello"

main
push
mov 1 %e!
W25
movq stdout(%ri %rsi
movsbl (%rbx), %edi
addq $1,

call put

testl %eak)y oeax

jne .L2

popq %rbx

ret

console

> ./a.out

Ve

I (core dumped)

X""\/V\ T~ /x

ﬁ;:;;;;;tatlon fault

—
()]
e

)b)

)

N ))
e



Consequences

.LCO:

.s;ring "hello"

main
push
mov 1 %e!
w2
movq stdout(%ri %rsi
movsbl (%rbx), %edi

addq $1,
char* "hello"} T
while testl %eaky Teax
pu't jne .L2
popq %rbx
ret

Compll

er

console OO0
> ./a.out
xr/”‘\/\qﬁ\/\_/ﬂv»\/

‘Segementation fault

%;“;Efore dumped) ’
S~ \\_ S — /

0290080
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Consequences

char*
while
put

hello"}

.LCO:
.string "hello"

main
push
movl %e
ol L7
%rsi

movq stdout (%ri

movsbl (%rbx), %edi

addq $1,

=

call put

testl %eak)y oeax
jne .L2

popq %rbx

ret

Compiler

S

console

> ./a.out
3N —

%gz;ementation fault

é;”\ffgtixg?mped)
o~

Brew
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Error Message Quality

ai "hello"®

.LCO:

.spring "hello"

main
push
mov 1 %e!
w2
movq stdout(%ri %rsi
movsbl (%rbx), %edi
addq $1,
call put
testl %eak)
jne .L2
popq %rbx
ret

eax

Compll

{}

er

console

> ./a.out

x ,/\5/\\//\\/\/‘-/\/"\

f

L/ (core dumped)

OO0

;

Segementation faultg

Z/ \/\’\/\\P //\ /N
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Error Message Quality

char*
while
putc

= "hello"}

1

.LCO:
.string "hello"

main:
push
movl %e
ol L7
i %rsi

movq stdout (%ri

movsbl (%rbx), %edi

addq $1,
call put
testl %eaky eax
jne .L2
popq %rbx
ret

Compiler

S

A

Mozilla Crash Reporter x

We're Sorry

Firefox had a problem and crashed. We'll try to restore your tabs
and windows when it restarts.

To help us diagnose and fix the problem, you can send us a crash
report.

Tell Mozilla about this crash so they can fix it

Quit Firefox Restart Firefox

l

¢
N
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Error Messages aren’t always enough

-




Error Messages aren’t always enough




Error Messages aren’t always enough




Error Messages aren’t always enough

Ehe New Pork Thnes Febewary 1, 2000

Gomez Lo~ N

The wreckage of & Lewss ES 350 m winch four people dod m Asgust sfher it accelerated out of conteel



Error Messages aren’t always enough

. .

Ariane V88 self-dest‘ructs
after failed float64 -> int16
conversion (1996)

I
http://www.capcomespace.net/dossiers/
espace_europeen/ariane/
ariane5/AR501/V88_AR501.htm

B New Pork Thnes

Febrwary 1, 2000

|
:

Pathfmder Mars Lande ps://en.wkipeiaoki/
= goes to sleep after

‘}_ars_Pathfinder&On-board_compute e

T e e W

IAERTES oy

T
g
2

5 f_@ 6200 "Sudden Unintended Acceleration
' complaints for Toyota cars (2010)
"Spaghetti code" suspected

https://ptolemy.berkeley.edu/projects/
chess/pubs/1081/koopmanl4_toyota_ua_slides.pd

Gomez Lo~ N

The wreckage of & Lewss ES 550 m winch four people dod m Asgust sfher it accelerated out of conteel



Fewer Errors

.LCO:
.string "hello"

main:
push
mov 1 %e!
W25
N/ movq stdout (%ri %rsi
movsbl (%rbx), %edi
addq $1,

* =" " .
chgr hello"% call put
while testl %eaky eax
putc s+§ jne .L2 Mozilla Crash Reporter x

popq %rbx
ret We're Sorry

Firefox had a problem and crashed. We'll try to restore your tabs
‘ and windows when it restarts.

report.

| |
Compiler ‘ Tell Mozilla about this crash so they can fix it

]
- Add a comment (comments are publicly visible

% To help us diagnose and fix the problem, you can send us a crash

nclude the address of the page | was or

Quit Firefox Restart Firefox




Fewer Errors

.LCO:
.string "hello"

main:

push

mov 1 %e!

W25 t
N/ movq stdout(%ri %rsi : e

movsbl (%rbx), %edi S
_n " addq $1, b
chgr* = "hello"} call put
while testl %eaky Teax
putc S+§ jne .L2 Mozilla Crash Reporter x
. popq %rbx

ret We're Sorry

Firefox had a problem and crashed. We'll try to restore your tabs
‘ and windows when it restarts.

% To help us diagnose and fix the problem, you can send us a crash
report.

| |
Compiler ‘ Tell Mozilla about this crash so they can fix it

]
- Add a comment (comments are publicly visible

nclude the address of the page | was or

Quit Firefox Restart Firefox




Fewer Errors

.LCO:

.string "hello"
main:

pushq %rbx

movl $.LCO, %e
W25
N/ movq stdout (%ri %rsi

movsbl (%rbx), %edi

* =" " addq $1, »
chgr hello"% call put
while testl %eaky eax
putc s+§ jne .L2 Mozilla Crash Reporter x
. popq %rbx
! ret We're Sorry

Firefox had a problem and crashed. We'll try to restore your tabs
‘ and windows when it restarts.

report.

| |
Compiler ‘ Tell Mozilla about this crash so they can fix it

]
- Add a comment (comments are publicly visible

% To help us diagnose and fix the problem, you can send us a crash

nclude the address of the page | was or

Quit Firefox Restart Firefox




Fewer Errors

.LCO:

.string "hello"
main:

pushq %rbx

movl $.LCO, %e
W25
N/ movq stdout (%ri %rsi

movsbl (%rbx), %edi

* =" " addq $1, \ o 3
chgr hello"} B
while testl %eaky Teax
putc S++) jne .;_sz Mozilla Crash Reporter x
. popq “%rbx
) ’ ret We're Sorry
Firefox had a problem and crashed. We'll try to restore your tabs
‘ and windows when it restarts.
3 1o help us diagnose and fix the problem, you can send us a crash
| ‘ report.
Com iler ‘ Tell Mozilla about this crash so they can fix it

]
- Add a comment (comments are publicly visible

nclude the address of the page | was or

Quit Firefox Restart Firefox




Where to hunt for &

m -
char* s..= "hello"t EOEIS

—_ P, o0 oo
- NN
, - -
call put _r- X L 4 L 4 \
while testl %eaky Hea (") o0 o0 B
utc jne .L2 Mozilla Crash Reporter x o o= ‘
p § popq %rbx X \ / \ \ A
ret We're Sorry
Firefox had a problem and crashed. We'll try to restore your tabs ‘ \ . \
o0 o0 09
3 1o help us diagnose and fix the problem, you cansendusacrash [ — \ ¥, \ / \ { \
report. \
Compiler l Tell Mozilla about this crash so they can fix it ’
e / o0 o °
)
)x‘ Add a comment (comments are publicly visible B #S'@ #S'@

( and windows when it restarts.

.LCO:
.string "hello"

main:
“ push
movl %e
J L ol L7
/ %rsi

movq stdout(%ri

°)

movsbl (%rbx), %edi

):

nclude the address of the page | was o ,//[
\\\J

' Quit Firefox Restart Firefox

.wooclap.com HSTELO,




.wooclap.com HSTELO

.LCO:
.string "hello"

main:
push
movl %e
ol L7
i %rsi

movq stdout (%ri

movsbl (%rbx), %edi

addq $1,
call put
testl %eak)
jne .L2
popq %rbx
ret

eax

A

Mozilla Crash Reporter x

We're Sorry

Firefox had a problem and crashed. We'll try to restore your tabs
and windows when it restarts.

To help us diagnose and fix the problem, you can send us a crash
report.

Tell Mozilla about this crash so they can fix it

Quit Firefox Restart Firefox

Where to hunt for &

‘ N

' -

D000
BRe®
e

il

L



Where to hunt for &

~
Ly

L o0 00 0
x P o
Firefox had'y d gashed. We'll try to restore your tabs
{ andwindows v e 0 o L o0 . o
9 To help us diagnose e problem, you can send us a crash J
4 report.
( Tell Mozilla about this crash so they can fix it m

e
movq stdout(%ri %rsi

movsbl (%rbx), %edi

.’ Quit Firefox Restart Firefox

.wooclap.com HSTELO.




Where to hunt for &

.LCO: NS

DD
PDR®
BARe®
PO

el

main
“ push
mov 1 %e!
J L ol L7
/ movq stdout(%ri %rsi
movsbl (%rbx), %edi

* = n " addq $1,
char hello call put

while testl %eaky Teax
pu'tc § jne .L2
popq %rbx
ret

<

N

.’ Quit Firefox Restart Firefox

.wooclap.com HSTELO,




Where to hunt for &

.LCO:
.string "hello"

main:
push
movl %e
ol L7
%rsi

movq stdout(%ri

movsbl (%rbx), %edi
* =" " addq $1,
char hello T
while testl %eaky Heax
pu'tc § jne .L2
popq %rbx
ret
(
T
Compiler (
S
.
| | | | | | | | |

.wooclap.com HSTELO

Mozilla Crash Reporter X

We're Sorry

Firefox had a problem and crashed. We'll try to restore your tabs
and windows when it restarts.

To help us diagnose and fix the problem, you cansendus acrash [ —

report.
Tell Mozilla about this crash so they can fix it

nclude the address of the page | was o

Quit Firefox Restart Firefox

)
/S

El%

o0 ‘ . °
#Sl@ #Sr@

il

<'/[
N




Diminishing returns

bugs
found




Diminishing returns




Diminishing returns

bugs bugs

bugs A bugs
und found
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Diminishing returns

bugs bugs
Abugs
$$$ $$$ found
> »
bugs A bugs
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bugs
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bugs
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Diminishing returns

bugs
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Abugs
found
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Diminishing returns

bugs

bugs
und




Diminishing returns

bugs
t | $$$

bugs
und
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.wooclap.com HSTELO

.LCO:
.string "hello"

main
push
movl %e
ol L7
%rsi

movq stdout(%ri

movsbl (%rbx), %edi

addq $1,
call put
testl %eak)
jne .L2
popq %rbx
ret

A

eax

Mozilla Crash Reporter X

We're Sorry
Firefox had a problem and crashed. We'll try to restore your tabs
and windows when it restarts.
To help us diagnose and fix the problem, you can send us a crash
report.

Tell Mozilla about this crash so they can fix it

Quit Firefox Restart Firefox

Who hunts for 8.7

SN

D900
PDR®
BARe®
PO

el




Who hunts for 8.7

.LCO:
.string "hello"

main:
push
mov 1 %€
W25
movq stdout(%ri %rsi
movsbl (%rbx), %edi

“liiiiii;!l\ -
addq $1,

o o=~ | ‘

s s o0 oo
, < <

call put - 1 4 L 4 \

testl %eaky Hea (") o0 o0 B

jne .L2 Mozilla Crash Reporter X o~ o~ o~ \

popq %rbx \ \ \ A

°)

We're Sorry
Firefox had a problem and crashed. We'll try to restore your tabs \ . \
and windows when it restarts. 9 o ‘ LQ ;Q ‘ J

report.

Tell Mozilla about this crash so they can fix it \
. / o0 o 9
Add a comment (comments are publicly visible B #s'@ #s’@

il

% To help us diagnose and fix the problem, you cansendus acrash [ —

nclude the address of the page | was o ,//[
\\\J

' Quit Firefox Restart Firefox

.wooclap.com HSTELO,




.wooclap.com HSTELO

.LCO:
.string "hello"

main
push
movl %e
ol L7
%rsi

movq stdout(%ri

movsbl (%rbx), %edi

addq $1,
call put
testl %eak)
jne .L2
popq %rbx
ret

eax

Mozilla Crash Reporter X

We're Sorry
Firefox had a problem and crashed. We'll try to restore your tabs
and windows when it restarts.
To help us diagnose and fix the problem, you can send us a crash
report.

Tell Mozilla about this crash so they can fix it

Quit Firefox Restart Firefox

Who hunts for 8.7

SN

D900
PDR®
BARe®
PO

el




Who hunts for 8.7

.LCO:
.string "hello"

main:
push
mov 1 %e!
W25
movq stdout (%ri %rsi
movsbl (%rbx), %edi
addq $1,

call put

testl %eaky eax

jne .L2 Mozilla Crash Reporter X
popq %rbx
ret

We're Sorry

Firefox had a problem and crashed. We'll try to restore your tabs
‘ and windows when it restarts.

% To help us diagnose and fix the problem, you cansendus acrash [ —

report. \
4 Tell Mozilla about this crash so they can fix it y
nm r re pub k b
‘. ude the address of the page | was o

[ || || || || || || || || ||
y I Quit Firefox Restart Firefox

.wooclap.com HSTELO,




Compiler checks

.LCO:
.string "hello"

main:
“ push
mov 1 %e!
JL "L2:
N/ movq stdout (%ri %rsi
movsbl (%rbx), %edi

* " " addq $1,
char hello call put
while testl %eaky eax
putc jne .L2 Mozilla Crash Reporter x
popq %rbx
ret We're Sorry

Firefox had a problem and crashed. We'll try to restore your tabs
‘ and windows when it restarts.

To help us diagnose and fix the problem, you can send us a crash
report.

.
35

L

Tell Mozilla about this crash so they can fix it

Compiler (

dress of the page I was o

Quit Firefox

Restart Firefox




Compiler checks, but where?

.LCO:
.string "hello"
main:
pushq %rbx
movl $.LCO, %ebx
2
nggecAsg ngn movq stdout(%rip), %rsi
(EStrLit "hello")) movshl (‘:f'é‘l'b)(), %edi
(SWhlle addq $1, %rhbx
" " (EFunCall "putchar" call thC N
char* s = "hello"; [EDeref (EPostInc testl %eax, %eax
while(putchar(*s++)); (Evar "s"))1) jne L2
(sBlock [1)) HaE Xrbx

Code -
. Parser

e — ger}&r_?tor —

wooclap.com HSTELQ



Compiler checks, but where?

.LCO:
.string "hello"
main:
f\\\ pushq %rbx
bTe movl $.LCO, %ebx
*. SSeq o[ L225 o o
_ (SDecAsg "s" movq StdQUt(mrlP),.mrSl
st (EStrLit "hello")) movsbl (%rbx), %edi
*( (SWhlle addq $1, %rhbx
N . (EFuncall "putchar" call putc
char* s =/ "h¢llo"; [EDeref (EPostInc testl %eax, %eax
while(putghalf (*s++)); (EVar "s"))]) jne .L2
' (sBlock [1)) BT bx

\%UParserﬁ @ ek
S

ger}&r_fttor

wooclap.com HSTELQ



Compiler checks, but where?

.LCO:
.string "hello"
J\ main:
7 > pushq %rbx
A A movl $.LCO, %ebx
A [L22F
SiggecAsg ulSr. movq stdout(%rip), _F-Srsi
(EStrLit 10")) movshbl (%‘_rbx), %edi
(swhile | ol putc
£ T
char* s = "hello"; (%Egggg p:‘;ﬂz; testl %eax, %eax
while(putchar(*s++)); (EVar "s"))[] ) Jne .L2
HA e
"j 6 3
Code
Parser

)k ge r}&r_f\tor

wooclap.com HSTELQ



Compiler checks, but where?

£

.LCO: K\
.string "hello" ‘@
main:
pushq %rbx
movl $.LCO, %ebx
SSeq A [L22F _ « 4..
(SDecAsg "s" movq stdout (%rip), [ kxgi
(EStrLit "hello")) SIEEOL (LBl e
(SWhlle addq $1, %rhbx
" " (EFunCall "putchar" call thC o
char* s = "hello"; [EDeref (EPostInc testl %eax, %ea )
while(putchar(*s++)); (Evar "s"))1) jne L2l .
(sBlock [1)) fZFt’q arbx

UParser@ @ SRLLE @ <
S

ger}&r_fttor

wooclap.com HSTELQ



Compiler checks, but where?

.LCO:
.string "hello"
) main:
) pushqg %rbx
A movl $.LCO, %ebx
. A [L22F 'S’
S%SSecAsg u Sy movq stdout(%rip),:%r;i
(EStrLit 110m)) movshl (%pr), %ed i
(SWhile - addq $1, %rbx
" (EFunCaldf¥pytchar” Ealllpgtc o
‘ . ; [EDere gstInc -CSLLAFCEX, S el
while(putghalf (*s++)); (EVar "s")) jne -_LZI
: ! popq %rbx
. (sBlock [|I78 o
Code
Parser

)k ge &r_-atOl‘

wooclap.com HSTELQ



Compiler checks, but where?

N

.LCO: _
.st'r%ng "hello" K>
il ; N\ gﬁéﬂq %rbx e
N movl $.LCO, %ebx [\ A
nggecAs \ mcL>\2/q o R
9 R movsbl (%rbx), %edli,
(EEEOLEE L) addq $1, %rbx
(swhile <\ call pu,tc‘
" (EFunCaligtpytchar" ol e LT
1lo"; [EDere gstInc 23 '
(*s++)) (Evar "s")) Jne .22
| (sBlock |19 S
ant E |
" o\ Parser Code T
or™ P gers&rator SRS ye
- \— o)
sc puaP’
Oope- . '
ty pe- Checker S1ze_ ;.
-YP Checker = Zlm :
termin ti Lt
atlion-ch t
or Checker €sts
Fow-checker

wooclap.com HSTELQ



Compiler checks, but where?

.LCO:
.string "hello"
) main:
J\ pushq %rbx
A |\ movl $.LCO, %ebx
SSeq \ 2 . o
(SDecAsg ' movq stdgut(?-zsrlg), %rsi
(EstrLit Thello")) Zg\é:bél(f%z %edi
(?‘ggtﬁia ""'pmtchar" L [
char* s = "hello"; [EDere estInc t'estl %eax, %eax
while(putchar(*s++)); (Evar "s")) jne Lzl
(sBlock [[IN S
Code
Parser
)x gery&rator
S -
tCODG Checker
Ype-check
terminat er
Mination-checker
0) -
Frow-checker

wooclap.com HSTELQ



Example

(1ive coding)



Summary (1/3)

check :: Annotation — Exp — Bool
infer :: Exp — Maybe Annotation

unsafeXXX :: Exp — e
safeXXX :: Exp — Maybe ...
safeXXX e = infer e $> unsafeXXX e



Summary (2/3)

validate :: Exp — Valid [ErrorMsg] AnnotatedExp

IR

Valid a b = Either a b

safeXXX' :: AnnotatedExp — ...
safeXXX :: Exp —= Valid [ErrorMsg]
safeXXX e = safeXXX' <$> validate e



Summary (3/3)

.LCO:
.string "hello"

main:
push
movl %e
ol L2
%rsi

N/ movq stdout (%ri

movsbl (%rbx), %edi

_n " addq $1, .
= "hello"; call put
testl %eak)y eax
1
putc s+§ jne .L2 Mozilla Crash Reporter x

while
popq %rbx
ret We're Sorry
Firefox had a problem and crashed. We'll try to restore your tabs
1 and windows when it restarts.
3 1o help us diagnose and fix the problem, you can send us a crash
- report.
Compiler ‘ Tell Mozilla about this crash so they can fix it

Quit Firefox Restart Firefox
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